
4G/5G Communication Networks: 

 

 

 
Course 

Objectives 

 

● Explore the evolution of wireless networks. 

● Comprehend with the fundamentals of 5G networks. 

● Analyze the processes associated with 5G architecture. 

● Acquire the skill in spectrum sharing and spectrum trading. 

● Examine the security features in 5G networks. 

 

 

Course 

Outcomes 

● Work on the architecture and key features of 5G 

● Comprehend the Radio Access Network in 5G 

● Demonstrate the concepts of Network Slicing and SDN 

in the context of 5G 

● Apply optimization techniques for improved 5G 

network performance 

● Implement security protocols and mechanisms for 5G 

networks. 

 
Course Duration: 45 Hours 

 
UNIT I: EVOLUTION OF WIRELESS NETWORKS 

Networks evolution: 2G,3G,4G, evolution of radio access networks, need for 5G. 4G versus 

5G, Next Generation core(NG-core), visualized Evolved Packet core(vEPC). 

 

UNIT II: 5G CONCEPTS AND CHALLENGES 

Fundamentals of 5G technologies, overview of 5G core network architecture,5G new radio 

and cloud technologies, Radio Access Technologies (RATs), EPC for 5G. 

 

UNIT III: NETWORK ARCHITECTURE AND THE PROCESSES 

5G architecture and core, network slicing, multi access edge computing (MEC)visualization 

of 5G components, end-to-end system architecture, service continuity, relation to EPC, and 

edge computing. 5G protocols: 5G NAS, NGAP, GTP-U, IPSec and GRE.  

 

UNIT IV: DYNAMIC SPECTRUM MANAGEMENT AND MM-WAVES 

Mobility management, Command and control, spectrum sharing and spectrum trading, 

cognitive radio based on 5G, millimeter waves. 

 

UNIT V: SECURITY IN 5G NETWORKS 

Security features in 5G networks, network domain security, user domain security, flow based 



QoS framework, mitigating the threats in 5G. 

 

Test Projects: 
Use Cases: 

 

1. Title: eMBB Optimization Workshop 

 

Objective: The objective of this workshop is to provide students with hands-on 

experience in optimizing 5G for high-speed mobile broadband, focusing on 

Enhanced Mobile Broadband (eMBB) and its implications on network optimization. 

Duration: Theoretical Session (30 minutes): 

Introduction to eMBB and its significance in 5G networks. Overview of key eMBB 

features and technologies. Understanding the challenges in optimizing high-speed 

mobile broadband. Practical Session (90 minutes each):  

Scenario Setup: Students will be provided with a simulated 5G network 

environment.  The network will have varying levels of congestion, signal strength, 

and user density. 

Tasks:  

Optimizing Bandwidth Allocation: Students will analyses the current bandwidth 

allocation in the network.  They will be tasked with adjusting bandwidth allocation 

to ensure optimal performance for high-speed mobile broadband users. 

Load Balancing: Simulate scenarios with varying user density in different network 

areas.  Students need to implement load balancing techniques to ensure fair 

distribution of resources and prevent congestion.  

Quality of Service (QoS) Implementation:  Students will configure QoS parameters 

to prioritize eMBB traffic over other types of traffic. Analyze the impact of QoS 

settings on network performance.  

Antenna Optimization:  Explore antenna configurations and placements. Optimize 

antenna settings to enhance signal strength and coverage for eMBB. 

Network Slicing: Introduce the concept of network slicing.  Students will create 

and manage network slices to cater specifically to eMBB requirements. 

Assessment:  Each student will be assessed based on their ability to: Identify and 

understand eMBB features. Analyze and optimize bandwidth allocation. Implement 

effective load balancing techniques. Configure Quality of Service parameters. 

Optimize antenna settings for eMBB. Demonstrate knowledge of network slicing.  

Conclusion: The workshop will conclude with a group discussion where students 

share their experiences, challenges faced, and insights gained from the practical 

session. A brief recap of the key learnings and how they contribute to the overall 



optimization of Enhanced Mobile Broadband in 5G networks. This workshop aims 

to bridge the gap between theoretical understanding and practical 

implementation, giving students a hands-on experience in optimizing 5G networks 

for high- speed mobile broadband. 

 

2. Title: URLLC Implementation Challenge 

 

Objective: The objective of this challenge is to enable students to implement 5G for 

Ultra-Reliable Low Latency Communications (URLLC) in an industrial IoT context. 

This hands-on session aims to assess students' mastery of URLLC principles and their 

ability to apply them in Industry 4.0 scenarios. 

Duration: Theoretical Session (30 minutes): 

Introduction to URLLC and its significance in industrial settings. Overview of URLLC 

principles, including low latency requirements and reliability. Understanding the 

challenges in implementing URLLC for Industrial IoT. 

Practical Session (90 minutes each):  

Scenario Setup: Students will be provided with a simulated industrial IoT environment. 

The environment includes various IoT devices, sensors, and actuators critical for industrial 

processes. 

Tasks: Network Configuration for Low Latency: Students will configure the 5G network to 

meet stringent low-latency requirements. Emphasize the importance of network slicing and 

dedicated URLLC configurations. 

 

Reliability Enhancement: Simulate scenarios where devices are prone to intermittent 

connectivity. Students must implement mechanisms to ensure reliable communication, such 

as redundancy and error handling. 

 

Quality of Service (QoS) Tuning:  Configure QoS parameters to prioritize URLLC traffic over 

other types of traffic. Analyze the impact of QoS settings on latency and reliability. 

 

Edge Computing Integration: Introduce the concept of edge computing for low-latency 

processing. Students will integrate edge computing nodes to reduce communication latency. 

 

Security Considerations: Highlight the importance of security in industrial IoT. Students will 

implement security measures to protect URLLC communication from potential threats. 

 

Assessment: Each student will be assessed based on their ability to: Configure the 5G 

network to meet low-latency requirements. Implement reliability-enhancing mechanisms. 

Tune QoS parameters for URLLC traffic. Integrate edge computing for low-latency 



processing. Implement security measures for URLLC communication.  

 

Conclusion: The challenge will conclude with a debriefing session where students share their 

experiences, discuss the challenges faced, and present their implemented solutions. 

Emphasis will be placed on understanding the practical implications of URLLC  in industrial 

settings and how the principles learned can be applied in real- orld Industry  4.0 scenarios. 

 

3. Title: mMTC Deployment Challenge for Smart Cities 

Objective: The objective of this challenge is to assess students' proficiency in deploying 

Massive Machine Type Communications (mMTC) solutions for smart city infrastructure 

using 5G technology. The hands-on session aims to evaluate their ability to implement 

efficient communication in a complex urban environment. 

Duration: 

1. Theoretical Session (30 minutes): 

• Introduction to mMTC and its role in enabling efficient communication in smart 

cities. 

• Overview of mMTC principles, including scalability and energy efficiency. 

• Understanding the challenges in deploying mMTC solutions for smart city 

infrastructure. 

Practical Session (90 minutes each): Scenario Setup: 

• Students will be provided with a simulated smart city environment. 

• The environment includes various sensors, actuators, and devices distributed 

across the city to monitor and manage various services. 

Tasks: 

1. Network Planning for mMTC: 

● Students will plan the deployment of 5G networks considering the massive number 

of devices in a smart city. 

● Emphasize the importance of device density, coverage, and capacity planning. 

2. Scalability Testing: 

● Simulate scenarios with an increasing number of devices and monitor the network's 

ability to scale. 

● Students must optimize network parameters for scalability. 

3. Energy Efficiency Optimization: 

● Implement strategies to enhance the energy efficiency of mMTC devices. 

● Consider low-power modes, sleep cycles, and efficient communication protocols. 

4. Quality of Service (QoS) Configuration: 

● Configure QoS parameters to ensure different services in the smart city receive the 

required level of communication quality. 

● Analyze the impact of QoS settings on various mMTC applications. 

5. Security Implementation: 

• Highlight the security challenges in a smart city environment. 



• Students will implement security measures to protect mMTC communication and 

devices. 

Assessment: 

• Each student will be assessed based on their ability to: 

• Plan and deploy 5G networks for mMTC in a smart city. 

• Test and optimize network scalability. 

• Optimize energy efficiency for mMTC devices. 

• Configure QoS parameters for diverse smart city applications. 

• Implement security measures for mMTC communication. 

Conclusion: 

•     The challenge will conclude with a review session where students discuss their 

experiences, present their solutions, and reflect on the challenges faced during the 

practical deployment of mMTC in a smart city. 

• Emphasis will be placed on understanding the practical aspects of mMTC 

deployment and its significance in creating efficient and scalable communication in 

a smart city environment. 

4. Title: 5G Network Slicing Workshop 

Objective: The objective of this workshop is to equip students with the ability to design and 

implement network slices for diverse applications using 5G technology. The hands- on session 

aims to evaluate their understanding of network slicing principles and their practical 

application 

Duration: 

1. Theoretical Session (30 minutes): 

• Introduction to 5G network slicing and its significance in providing customized 

services. 

• Overview of network slicing principles, including isolation, resource allocation, 

and service differentiation. 

• Understanding the challenges in designing and implementing network slices for 

diverse applications. 

2. Practical Session (90 minutes each): 

 Scenario Setup: 

• Students will be provided with a 5G network simulation environment. 

• The environment includes multiple applications with diverse requirements, such 

as enhanced Mobile Broadband (eMBB), Ultra- Reliable Low Latency 

Communications (URLLC), and Massive Machine Type Communications (mMTC). 

Tasks: 

1. Identify Use Cases: 

● Students will analyze different use cases with varying requirements for latency, 

bandwidth, and reliability. 

● Identify specific applications that can benefit from individualized network slices. 



2. Design Network Slices: 

● Based on the identified use cases, students will design customized network slices. 

● Consider parameters such as latency targets, bandwidth requirements, and 

reliability needs for each slice. 

3. Resource Allocation: 

●  Allocate resources for each network slice, ensuring isolation and meeting the specific 

needs of the applications. 

●  Optimize resource utilization while maintaining the desired service quality. 

4. QoS Configuration: 

●    Configure Quality of Service (QoS) parameters for each network slice. 

●     Analyze the impact of QoS settings on the performance of individual slices. 

5. Isolation Testing: 

● Simulate scenarios where heavy traffic or issues in one network slice do not affect 

others. 

● Evaluate the effectiveness of isolation mechanisms in place. 

Assessment: 

● Each student will be assessed based on their ability to: 

● Identify use cases that benefit from network slicing. 

● Design customized network slices for diverse applications. 

● Allocate resources effectively for each network slice. 

● Configure QoS parameters for individual slices. 

● Test and demonstrate effective isolation between network slices. 

 

Conclusion: The workshop will conclude with a discussion where students share their 

experiences, present their designed network slices, and discuss the challenges encountered. 

Emphasis will be placed on understanding the practical aspects of 5G network slicing and its 

application in providing customized services for diverse use cases. 

 

5. Title: MEC-AR Integration Challenge 

Objective: The objective of this challenge is to assess students' skills in integrating Mobile 

Edge Computing (MEC) with Augmented Reality (AR) applications using 5G technology. The 

hands-on session aims to evaluate their ability to enhance AR experiences by offloading 

computation to the edge. 

Duration: 

1. Theoretical Session (30 minutes): 

● Introduction to Mobile Edge Computing (MEC) and its role in enhancing AR experiences. 

● Overview of AR applications and the challenges they face in terms of computation and 

latency. 

● Understanding the principles of offloading computation to the edge for improved AR 

performance. 

 



2. Practical Session (90 minutes each): Scenario Setup: 

● Students will be provided with a simulated environment that includes AR-enabled 

mobile devices and a 5G network. 

● The AR application involves complex computations that can be offloaded to the edge for 

faster processing. 

Tasks: 

1. Identify Computation-Intensive AR Tasks: 

● Analyze the AR application and identify tasks that are computation-intensive and 

suitable for offloading to the edge. 

2. MEC Integration: 

● Students will integrate the AR application with the MEC platform. 

● Configure the application to offload specific tasks to the edge for processing. 

3. Latency Measurement: 

● Simulate scenarios where AR tasks are processed locally on the device and 

compare the latency with tasks processed at the edge. 

● Measure and analyze latency improvements achieved through MEC integration. 

4. Resource Allocation: 

● Allocate resources on the MEC platform to handle the AR tasks efficiently. 

● Optimize resource utilization for improved performance. 

5. Dynamic Offloading: 

● Implement a dynamic offloading mechanism that adapts to changing network 

conditions. 

● Test the system's ability to adjust computation placement based on network status 

 

Assessment: 

● Each student will be assessed based on their ability to: 

● Identify computation-intensive AR tasks suitable for offloading. 

● Integrate the AR application with the MEC platform. 

● Measure and analyze latency improvements achieved through MEC integration. 

● Allocate resources effectively on the MEC platform. 

● Implement a dynamic offloading mechanism. 

Conclusion: 

● The challenge will conclude with a discussion where students share their experiences, 

present their integrated AR-MEC solutions, and discuss the challenges encountered. 

● Emphasis will be placed on understanding the practical aspects of using MEC to enhance 

AR experiences on mobile devices and the impact on latency and performance. 

 

6. Title: 5G Network Security Implementation Challenge 

Objective: The objective of this challenge is to assess students' proficiency in implementing 

security protocols to safeguard 5G networks. The hands-on session aims to evaluate their 

ability to deploy various security mechanisms to protect the integrity, confidentiality, and 

availability of 5G communications. 



 

Duration: 

1. Theoretical Session (30 minutes): 

● Introduction to the security challenges in 5G networks. 

● Overview of 5G security mechanisms, including authentication, encryption, and access 

control. 

● Understanding the principles of safeguarding 5G networks from various security 

threats. 

2. Practical Session (90 minutes each): 

Scenario Setup: 

● Students will be provided with a simulated 5G network environment. 

● The environment includes various elements such as base stations, user equipment, 

and core network components. 

Tasks: 

1. Authentication Implementation: 

● Students will implement authentication mechanisms for user equipment and network 

elements. 

● Configure and test the effectiveness of authentication protocols in preventing 

unauthorized access. 

2. Encryption Configuration: 

● Configure encryption for communication channels between user equipment and 

network elements. 

● Test the encryption mechanisms to ensure the confidentiality of data. 

3. Access Control Setup: 

● Implement access control policies to restrict unauthorized access to network 

resources.Test access control configurations and evaluate their effectiveness. 

4. Intrusion Detection System (IDS): 

● Integrate an Intrusion Detection System into the 5G network. 

● Simulate various intrusion attempts and evaluate the IDS's ability to detect and 

respond to security threats. 

5. Security Monitoring: 

● Set up monitoring tools to continuously monitor the network for security events. 

● Analyze the logs and alerts generated by the monitoring tools to identify potential 

security issues. 

Assessment: 

● Each student will be assessed based on their ability to: 

● Implement authentication mechanisms for 5G networks. 

● Configure encryption for communication channels. 

● Set up and test access control policies. 

● Integrate and test an Intrusion Detection System. 

● Monitor and analyze security events using monitoring tools. 

 



Conclusion: 

The challenge will conclude with a discussion where students share their 

experiences, present their implemented security protocols, and discuss 

the challenges encountered. Emphasis will be placed on understanding 

the practical aspects of implementing security mechanisms to safeguard 

5G networks and their role in ensuring the integrity and confidentiality of 

communications. 

7. Title: 5G NR Configuration Mastery Workshop 

Objective: The objective of this workshop is to provide students with hands-

on experience in configuring 5G NR parameters for optimal performance. The 

session aims to evaluate their mastery of 5G NR configuration principles and 

their ability to fine- tune parameters to achieve efficient communication. 

Duration: 

1. Theoretical Session (30 minutes): 

● Introduction to 5G NR and its significance in the evolution of mobile communication. 

● Overview of key 5G NR configuration parameters, including frequency bands, 

modulation schemes, and beamforming. 

● Understanding the impact of configuration on the performance of 5G NR networks. 

2. Practical Session (90 minutes each): 

Scenario Setup: 

● Students will be provided with a simulated 5G NR network environment. 

● The environment includes base stations, user equipment, and various network 

elements. 

Tasks: 

1. Frequency Planning: 

● Students will perform frequency planning to optimize the allocation of frequency bands 

for the 5G NR network. 

● Consider factors such as interference and spectrum availability. 

2. Modulation and Coding Configuration: 

● Configure modulation and coding schemes for efficient data transmission. 

● Test the impact of different configurations on data rates and reliability. 

3. Beamforming Optimization: 

● Implement beamforming configurations to enhance signal strength and coverage. 

● Evaluate the effectiveness of beamforming in improving the network's overall 

performance. 

4. MIMO (Multiple Input Multiple Output) Setup: 

● Configure MIMO parameters to exploit spatial diversity for improved communication. 

● Test and analyze the performance gains achieved through MIMO. 

 

 



5. Interference Management: 

● Implement interference management strategies to mitigate the impact of interference 

on 5G NR performance. 
● Analyze the effectiveness of interference mitigation techniques. 

 

· Assessment: 

● Each student will be assessed based on their ability to: 

● Perform frequency planning for optimal spectrum utilization. 

● Configure modulation and coding schemes for efficient data transmission. 

● Implement beamforming to enhance signal strength and coverage. 

● Configure MIMO parameters to exploit spatial diversity. 

● Implement interference management strategies. 

Conclusion:  

● The workshop will conclude with a discussion where students share their experiences, 

present their configured 5G NR parameters, and discuss the challenges encountered. 

● Emphasis will be placed on understanding the practical aspects of 5G NR 

configuration and the impact of parameter settings on the overall 

performance of the network. 

8. Title: 5G Beamforming Coverage Enhancement Challenge 

Objective: The objective of this challenge is to assess students' understanding 

of beamforming and their ability to implement beamforming techniques to 

enhance coverage in a 5G network. The hands-on session aims to evaluate their 

practical skills in optimizing signal strength and coverage using beamforming. 

Duration: 

1. Theoretical Session (30 minutes): 

● Introduction to 5G beamforming and its role in improving coverage and signal strength. 

● Overview of key beamforming principles, including phased array antennas, beam 

steering, and spatial diversity. 

2. Understanding the impact of beamforming on the performance of 5G networks. 

Practical Session (90 minutes each): 

Scenario Setup: 

● Students will be provided with a simulated 5G network environment. 

● The environment includes base stations, user equipment, and various obstacles that 

may affect signal propagation. 

 

Tasks: 



1. Coverage Analysis: 

● Students will analyze the current coverage map of the 5G network. 

● Identify areas with weak signal strength and poor coverage. 

 

2. Beamforming Configuration: 

● Implement beamforming configurations on the base stations to address the identified 

coverage challenges. 

● Utilize phased array antennas and adjust beam steering parameters. 

3. Signal Strength Measurement: 

 

● Perform signal strength measurements before and after beamforming 

implementation. 

● Evaluate the impact of beamforming on signal strength in the targeted areas. 

4. Obstacle Mitigation: 

● Simulate scenarios with obstacles that can impact signal propagation. 

5. Use beamforming to mitigate the impact of obstacles and improve coverage. 

6. Dynamic Beamforming: 

● Implement dynamic beamforming that adapts to changing network conditions. 
● Test the system's ability to adjust beamforming parameters based on real-time 

network characteristics. 

Assessment: 

● Each student will be assessed based on their ability to: 
● Analyze coverage maps and identify areas for improvement. 

● Configure beamforming parameters to enhance coverage. 
● Measure and evaluate the impact of beamforming on signal strength. 

● Mitigate the impact of obstacles on signal propagation using beamforming. 
● Implement dynamic beamforming that adapts to changing conditions. 

Conclusion: 

● The challenge will conclude with a discussion where students share their experiences, 

present their configured beamforming solutions, and discuss the challenges 
encountered. 

● Emphasis will be placed on understanding the practical aspects of 5G beamforming 
and its role in improving coverage, signal strength, and overall network performance. 

9. Title: 5G Core Network Design Challenge 

Objective: The objective of this challenge is to assess students' ability to design 

and optimize 5G core networks for specific use cases. The hands-on session 

aims to evaluate their understanding of 5G core network architecture principles 

and their practical skills in tailoring network designs to meet specific 

requirements 



Duration: 

1. Theoretical Session (30 minutes): 

● Introduction to 5G core network architecture and its components. 

● Overview of key elements such as User Plane Function (UPF), Session Management 
Function (SMF), and Access and Mobility Management Function (AMF). 

● Understanding the principles of designing and optimizing 5G core networks. 

 

2. Practical Session (90 minutes each): 

· Scenario Setup: 

● Students will be provided with specific use cases that require tailored 5G core network 

architectures. 

● Use cases may include scenarios such as enhanced Mobile Broadband (eMBB), Ultra-

Reliable Low Latency Communications (URLLC), and Massive Machine Type 

Communications (mMTC). 

Tasks: 

1. Use Case Analysis: 

● Students will analyze the specific requirements of the provided use cases. 
● Identify key parameters such as latency, bandwidth, reliability, and scalability. 

2. Core Network Design: 

● Design a 5G core network architecture tailored to meet the requirements of the 
analyzed use cases. 

● Consider the placement and configuration of UPF, SMF, AMF, and other core network 

elements. 

3. Optimization Strategies: 

● Implement optimization strategies to enhance the performance of the designed core 
network. 

● Optimize resource allocation, routing, and traffic management. 

4. Quality of Service (QoS) Implementation: 

● Configure Quality of Service parameters to prioritize traffic based on the requirements 
of each use case. 

● Analyze the impact of QoS settings on network performance. 

5. Security Integration: 

● Integrate security measures into the designed core network. 
● Implement encryption, access control, and other security protocols to safeguard 

communication. 

Assessment: 

● Each student will be assessed based on their ability to: 
● Analyze specific use cases and identify network requirements. 



● Design a tailored 5G core network architecture. 
● Implement optimization strategies for improved performance. 

● Configure Quality of Service parameters based on use case requirements. 
● Integrate security measures into the core network design. 

Conclusion: 

The challenge will conclude with a presentation and discussion session where students 

share their designed 5G core network architectures, explain their optimization strategies, 

and discuss the rationale behind their decisions. Emphasis will be placed on understanding 

the practical aspects of 5G core network design and the ability to tailor network 

architectures to meet specific use case requirements. 

10. Title: NFV Implementation Challenge in 5G Networks 

Objective: The objective of this challenge is to assess students' understanding 

of Network Function Virtualization (NFV) principles and their ability to practically 

implement NFV in a 5G network environment. 

Duration: 

1. Theoretical Session (30 minutes): 

· Introduction to Network Function Virtualization (NFV) and its 

significance in 5G networks. 

· Overview of NFV principles, including virtualized network functions 

(VNFs), NFV infrastructure (NFVI), and NFV orchestration. 

· Understanding the role of NFV in enhancing flexibility and scalability 

in 5G networks. 

2. Practical Session (90 minutes each): 

· Scenario Setup: 

● Students will be provided with a simulated 5G network environment. 

● The environment includes various network functions that can be virtualized, such as 

the Session Management Function (SMF) and User Plane Function (UPF). 

Tasks: 

1. VNF Identification: 

● Students will identify network functions that are suitable for virtualization in the 
provided 5G network. 

● Consider functions like SMF, UPF, and others that can be deployed as virtualized 
instances. 

2. NFVI Configuration: 



● Configure the NFV infrastructure to support the deployment of virtualized network 
functions. 

● Ensure proper resource allocation and compatibility with different VNFs. 

3. VNF Deployment: 

● Deploy virtualized instances of identified network functions using NFV orchestration. 
● Configure parameters such as scalability and redundancy for the virtualized functions. 

4. Dynamic Scaling: 

● Implement dynamic scaling mechanisms for VNFs based on network traffic and 
demand. 

● Simulate scenarios where the network experiences varying levels of load. 

5. Performance Monitoring: 

· Set up monitoring tools to observe the performance of virtualized network functions. 

● Analyze the impact of NFV on resource utilization and overall network efficiency. 

Assessment: 

● Each student will be assessed based on their ability to: 

● Identify network functions suitable for virtualization. 
● Configure the NFV infrastructure to support virtualized functions. 

● Deploy and configure virtualized instances of network functions. 
● Implement dynamic scaling mechanisms for virtualized functions. 
● Monitor and analyze the performance of virtualized network functions. 

 
Conclusion: 

● The challenge will conclude with a discussion where students share their experiences, 

present their implemented NFV solutions, and discuss the challenges encountered. 

● Emphasis will be placed on understanding the practical aspects of NFV implementation 

in a 5G network environment and its implications on network flexibility and scalability. 

11. Title: 5G IoT Connectivity Management Challenge 

Objective: The objective of this challenge is to assess students' proficiency in 

managing and optimizing IoT device connectivity within a 5G network. The 

hands-on session aims to evaluate their practical skills in handling diverse IoT 

devices and ensuring efficient connectivity 

Duration: 

1. Theoretical Session (30 minutes): 

● Introduction to 5G IoT connectivity management and its significance in enabling 

diverse IoT applications. 

● Overview of IoT device characteristics, including low-power devices, sporadic 

connectivity, and diverse communication protocols. 

● Understanding the challenges and considerations in managing IoT connectivity in a 

5G network. 



2. Practical Session (90 minutes each): 

   Scenario Setup: 

● Students will be provided with a simulated 5G network environment and a set of 

diverse IoT devices. 

● The environment includes devices with varying communication needs, including 

sensors, actuators, and low-power devices. 

Tasks: 

1. Device Onboarding: 

● Students will configure the 5G network to facilitate the onboarding of diverse IoT 

devices. 

● Address the unique requirements of each device, considering communication 

protocols and security. 

2. Connectivity Optimization: 

● Optimize the 5G network for efficient connectivity of IoT devices. 

3. Implement strategies to minimize latency, reduce power consumption, and 

enhance reliability.  

4. QoS Configuration: 

● Configure Quality of Service (QoS) parameters to prioritize IoT device traffic based 
on application requirements. 

● Analyze the impact of QoS settings on IoT device communication. 

5. Security Implementation: 

● Integrate security measures to protect IoT device communication. 
● Implement encryption, authentication, and access control mechanisms. 

6. Dynamic Network Adjustment: 

● Implement mechanisms for dynamically adjusting the network to accommodate 

varying numbers of IoT devices and changing communication patterns. 
● Simulate scenarios with fluctuations in device density and communication demands. 

 

Assessment: 

● Each student will be assessed based on their ability to: 

● Onboard diverse IoT devices to the 5G network. 

● Optimize connectivity for efficient communication. 

● Configure QoS parameters for prioritizing IoT traffic. 

● Implement security measures for protecting IoT communication. 

● Implement dynamic adjustments to the network based on varying IoT device 

conditions. 

Conclusion: 



● The challenge will conclude with a discussion where students share their experiences, 

present their configured solutions, and discuss the challenges encountered. 

● Emphasis will be placed on understanding the practical aspects of 5G IoT connectivity 

management and the ability to address the diverse needs of IoT devices within a 5G 

context. 

 

12. Title: 5G-Enabled Smart Agriculture Implementation Challenge 

Objective: The objective of this challenge is to assess students' knowledge and 

practical skills in implementing 5G for precision agriculture and data-driven 

farming. The hands-on session aims to evaluate their ability to apply 5G 

technology to improve efficiency and outcomes in the agriculture sector. 

Duration: 

1. Theoretical Session (30 minutes): 

● Introduction to 5G-enabled smart agriculture and its potential applications. 

● Overview of precision agriculture concepts, including IoT sensors, drones, and data 
analytics. 

● Understanding the role of 5G in enhancing connectivity, low-latency communication, 
and massive device connectivity in smart agriculture. 

2. Practical Session (90 minutes each): 

    Scenario Setup: 

● Students will be provided with a simulated smart agriculture environment. 
● The environment includes IoT sensors, drones, and other agricultural devices 

connected to a 5G network. 

Tasks: 

1. IoT Sensor Integration: 

● Students will integrate IoT sensors into the 5G network to monitor soil conditions, 

weather, and crop health. 

2. Configure sensors to transmit data over the 5G network. 

3. Drone Deployment: 

● Deploy drones equipped with cameras and sensors to monitor large agricultural fields. 

● Utilize the 5G network for real-time data transmission and control. 

4. Data Analytics Implementation: 

● Implement data analytics tools to process the data collected from IoT sensors and 

drones. 
● Analyze the data for insights into soil quality, crop health, and potential issues. 

5. Precision Irrigation Control: 



● Utilize the 5G network to control precision irrigation systems based on real-time data. 
● Implement algorithms to optimize water usage and improve crop yield. 

6. Low-Latency Control Testing: 

● Simulate scenarios where low-latency control is crucial, such as the immediate 
adjustment of agricultural machinery. 

● Evaluate the responsiveness of the 5G network in real-time control applications. 

Assessment: 

● Each student will be assessed based on their ability to: 
● Integrate IoT sensors into the 5G network for data collection. 

● Deploy drones for real-time monitoring over the 5G network. 
● Implement data analytics for actionable insights. 

● Control precision irrigation systems using the 5G network. 
● Test and evaluate the low-latency capabilities of the 5G network in agricultural control 

scenarios. 

Conclusion: 

● The challenge will conclude with a discussion where students share their experiences, 

present their implemented solutions, and discuss the challenges encountered. 

● Emphasis will be placed on understanding the practical aspects of 5G-enabled smart 

agriculture and the potential impact of 5G on precision farming and data-driven 

decision-making in agriculture. 

13. Title: 5G Telemedicine Deployment Challenge 

Objective: The objective of this challenge is to assess students' ability to deploy 

5G to enhance telemedicine services with a focus on achieving low latency for 

real-time healthcare applications. 

Duration: 

1. Theoretical Session (30 minutes): 

● Introduction to the role of 5G in revolutionizing telemedicine services. 

● Overview of the requirements for real-time healthcare applications, including low 
latency and high reliability. 

● Understanding the challenges and considerations in deploying
 5G for telemedicine. 

2. Practical Session (90 minutes each): 

· Scenario Setup: 

● Students will be provided with a simulated telemedicine environment. 

● The environment includes medical devices, patient simulators, and a 5G network 

infrastructure. 

 

Tasks: 



1. Low-Latency Network Configuration: 

● Configure the 5G network to prioritize low latency for

 telemedicine applications. 
● Optimize network settings to minimize delays in data transmission. 

2. Integration of Medical Devices: 

● Integrate medical devices, such as remote monitoring equipment and high- definition 

cameras, with the 5G network. 

● Ensure seamless communication and data transmission between medical devices and 

the network. 

3. Real-Time Video Consultation Setup: 

● Implement a real-time video consultation system over the 5G network. 
● Test the system with simulated patients and evaluate the quality of video and audio 

transmission. 
4. Remote Monitoring Implementation: 

● Implement remote monitoring solutions for continuous patient health monitoring. 

● Utilize 5G for real-time transmission of health data from patients to healthcare 
providers. 

5. Security and Compliance Checks: 

● Implement security measures to ensure the confidentiality and integrity of patient 

data. 

● Conduct checks to ensure compliance with healthcare data protection regulations. 

Assessment: 

● Each student will be assessed based on their ability to: 
● Configure the 5G network for low latency in telemedicine services. 

● Integrate medical devices with the 5G network for seamless communication. 
● Set up and test a real-time video consultation system over the 5G network. 

● Implement remote monitoring solutions using 5G for real-time health data 
transmission. 

● Ensure security and compliance in the deployment of 5G-enabled telemedicine 

services. 

Conclusion: 

● The challenge will conclude with a discussion where students share their experiences, 
present their deployed solutions, and discuss the challenges encountered. 

 
● Emphasis will be placed on understanding the practical aspects of deploying 5G for 

telemedicine services, particularly in achieving low latency and ensuring the security 

and compliance of healthcare applications. 

 

14. Title: 5G-Enabled Autonomous Vehicle Communication Challenge 

Objective: The objective of this challenge is to assess students' understanding 



and practical skills in utilizing 5G for communication in autonomous vehicle 

networks. 

Duration: 

1. Theoretical Session (30 minutes): 

● Introduction to the significance of 5G in enabling communication for connected and 

autonomous vehicles. 
● Overview of the requirements for autonomous vehicle communication, including low 

latency, high reliability, and massive device connectivity. 

● Understanding the challenges and considerations in deploying 5G for autonomous 
vehicles. 

2. Practical Session (90 minutes each): 

Scenario Setup: 

● Students will be provided with a simulated environment representing an autonomous 
vehicle network. 

● The environment includes autonomous vehicles, roadside units, and a 5G network 
infrastructure. 

Tasks: 

1. 5G Network Configuration: 

● Configure the 5G network to meet the specific requirements of autonomous vehicles, 
including low latency and high reliability. 

● Optimize network settings to support the simultaneous communication of multiple 

vehicles. 

2. V2X (Vehicle-to-Everything) Communication Setup: 

● Implement Vehicle-to-Everything (V2X) communication using 5G. 

● Set up communication between autonomous vehicles and roadside units for real-time 
data exchange. 

3. Low-Latency Control Testing: 

● Simulate scenarios where low-latency communication is crucial, such as immediate 

control commands between vehicles. 
● Evaluate the responsiveness of the 5G network in real-time control applications. 

4. Collision Avoidance System Integration: 

● Integrate a collision avoidance system into the autonomous vehicle network. 
● Utilize 5G for rapid data transmission to enable quick decision- making in collision 

scenarios. 

5. Security Measures Implementation: 

● Implement security measures to ensure the integrity and confidentiality of 

communication in the autonomous vehicle network. 

● Conduct security checks to identify potential vulnerabilities. 



Assessment: 

● Each student will be assessed based on their ability to: 

● Configure the 5G network for the specific requirements of autonomous vehicles. 
● Set up V2X communication using 5G for real-time data exchange. 
● Test and evaluate the low-latency capabilities of the 5G network in autonomous 

vehicle control scenarios. 
● Integrate a collision avoidance system into the autonomous vehicle network. 

● Implement security measures to safeguard communication in the autonomous vehicle 
network. 

Conclusion: 

● The challenge will conclude with a discussion where students share their experiences, 
present their implemented solutions, and discuss the challenges encountered. 

● Emphasis will be placed on understanding the practical aspects of utilizing 5G for 

communication in autonomous vehicle networks and the role of 5G in enabling safe 
and efficient autonomous driving. 

15. Title: 5G-Enhanced Video Streaming Optimization Challenge 

Objective: The objective of this challenge is to assess students' proficiency in 

optimizing video streaming using 5G capabilities, with a focus on delivering 

high- quality video content over 5G networks. 

Duration: 

1. Theoretical Session (30 minutes): 

● Introduction to the role of 5G in enhancing video streaming capabilities. 

● Overview of 5G features such as increased bandwidth, low latency, and improved 
network efficiency. 

● Understanding the challenges and considerations in optimizing video streaming over 

5G. 
 

2. Practical Session (90 minutes each): 

Scenario Setup: 

● Students will be provided with a simulated 5G network environment and a video 

streaming application. 
● The environment includes 5G base stations, user equipment, and various network 

elements. 

 

Tasks: 

1. Network Configuration for Video Streaming: 

● Configure the 5G network to prioritize video streaming traffic. 

● Optimize network settings to ensure sufficient bandwidth and low latency for video 
content delivery. 



 

2. Quality of Service (QoS) Implementation: 

● Implement Quality of Service (QoS) parameters to prioritize video traffic over the 5G 
network. 

● Analyze the impact of QoS settings on video streaming quality. 

3. Adaptive Bitrate Streaming Setup: 

● Set up adaptive bitrate streaming for the video content. 
● Test the system's ability to adjust the bitrate based on network conditions to ensure 

a smooth streaming experience. 
4. Latency Reduction Strategies: 

● Implement strategies to reduce latency in video streaming. 

● Test the effectiveness of latency reduction measures in delivering real-time video 
content. 

● Network Load Testing: 

● Simulate scenarios with varying network loads. 
● Evaluate the performance of the 5G network in delivering high- quality video content 

under different traffic conditions. 
Assessment: 

 
● Each student will be assessed based on their ability to: 

● Configure the 5G network to prioritize video streaming traffic. 
● Implement QoS parameters to enhance video streaming quality. 

● Set up adaptive bitrate streaming for optimal video delivery. 
● Implement strategies to reduce latency in video streaming. 

 

Evaluate the performance of the 5G network in delivering high-quality video 

content under varying network loads. 

Conclusion: 

● The challenge will conclude with a discussion where students share their experiences, 
present their optimized solutions, and discuss the challenges encountered. 

● Emphasis will be placed on understanding the practical aspects of optimizing video 
streaming using 5G capabilities and the impact of network configurations on video 
quality and user experience. 

 

 
16. Title: 5G Augmented Reality Gaming Development Challenge 

bjective: The objective of this challenge is to assess students' skills in 

developing a gaming application that leverages the capabilities of 5G and 

augmented reality for an immersive gaming experience. 

Duration: 

1. Theoretical Session (30 minutes): 

 



● Introduction to the integration of 5G and augmented reality in gaming applications. 
● Overview of key concepts such as low latency, high bandwidth, and spatial mapping 

for AR gaming. 
● Understanding the challenges and considerations in developing 5G-enabled 

augmented reality gaming experiences. 

2. Practical Session (90 minutes each): 

Scenario Setup: 

 
● Students will be provided with development tools, AR hardware, and access to a 

simulated 5G network environment. 
 

● The environment includes 5G connectivity, AR-capable devices, and a sample gaming 

concept. 

Tasks: 

1. Concept Design: 
● Students will design a gaming concept that utilizes both 5G and augmented reality. 
● Consider the immersive elements that AR can bring to the gaming experience. 

 
2. Network Integration: 

 
● Integrate the gaming application with the 5G network. 

● Leverage 5G capabilities for low-latency communication, high- quality graphics, and 
real-time multiplayer interactions. 

3. AR Implementation: 

● Implement augmented reality features using AR development tools. 
● Incorporate spatial mapping, object recognition, and interactive elements within the 

gaming environment. 

4. Real-Time Multiplayer Setup: 
● Configure the gaming application for real-time multiplayer interactions over the 5G 

network. 
● Test the responsiveness and synchronization of multiplayer gameplay. 

 

5. Performance Optimization: 
● Optimize the gaming application for performance on a 5G network. 

● Ensure smooth rendering, low latency, and efficient use of network resources. 

Assessment: 

 
● Each student will be assessed based on their ability to: 
● Design a gaming concept that effectively utilizes both 5G and augmented reality. 

● Integrate the gaming application with the 5G network for optimal performance. 
● Implement augmented reality features that enhance the gaming experience. 
● Configure real-time multiplayer interactions over the 5G network. 

● Optimize the gaming application for performance on a 5G network. 
 

Conclusion: 



● The challenge will conclude with a demonstration and discussion session where 

students showcase their developed gaming applications. 

● Emphasis will be placed on understanding the practical aspects of combining 5G and 

augmented reality for immersive gaming experiences and the impact on gameplay, 

interactivity, and overall user engagement. 

 

17. Title: 5G-Enabled Environmental Monitoring Implementation Challenge 

Objective: The objective of this challenge is to assess students' knowledge and 

practical skills in implementing 5G for real-time environmental data collection. 

Duration: 

1. Theoretical Session (30 minutes): 

 
● Introduction to the role of 5G in enhancing environmental monitoring systems. 

● Overview of the requirements for real-time environmental data collection, including 

sensor integration and data transmission. 

● Understanding the challenges and considerations in deploying 5G for environmental 

monitoring. 

2. Practical Session (90 minutes each): 

Scenario Setup: 
● Students will be provided with a simulated environment representing an area for 
environmental monitoring. 

● The environment includes various sensors, 5G base stations, and a backend system for 
data processing. 

 
Tasks: 

1. Sensor Integration: 

 
● Integrate environmental sensors (e.g., air quality sensors, temperature sensors) with 

the 5G network. 

● Ensure seamless communication between sensors and the 5G infrastructure. 

 

2. Real-Time Data Transmission: 
 

● Configure the 5G network to support real-time data transmission from environmental 
sensors. 

● Optimize network settings to handle data from multiple
 sensors simultaneously. 

3. Data Processing and Analytics: 

● Implement a backend system for processing and analyzing the real-time 

environmental data. 
● Apply data analytics techniques to derive insights from the collected data. 

4. Alerting Mechanism: 
● Set up an alerting mechanism based on predefined environmental thresholds. 

● Test the system's ability to generate alerts in real-time when environmental 



parameters exceed specified limits. 

5. Visualization Interface: 

● Develop a visualization interface to display real-time environmental data. 
● Ensure the interface is user-friendly and provides insights into the current 

environmental conditions. 

Assessment: 

 
Each student will be assessed based on their ability to: 

 
● Integrate environmental sensors with the 5G network. 

● Configure the 5G network for real-time data transmission from multiple sensors. 
● I0mplement a backend system for processing and analyzing real-time environmental 

data. 

● Set up an alerting mechanism based on environmental thresholds. 
● Develop a visualization interface for displaying real-time environmental data. 

 
Conclusion: 

 
● The challenge will conclude with a discussion where students share their 

experiences, present their implemented solutions, and discuss the challenges 

encountered. 
● Emphasis will be placed on understanding the practical aspects of implementing 

5G for real-time environmental monitoring and the significance of reliable data 
transmission and analytics in environmental monitoring systems. 

 

18. Title: 5G Network Energy Efficiency Optimization Challenge 

 
Objective: The objective of this challenge is to assess students' understanding 

and practical skills in optimizing energy consumption within a 5G network. 

 

Duration: 

 
1. Theoretical Session (30 minutes): 

 
● Introduction to the importance of energy efficiency in 5G networks. 
● Overview of key concepts related to energy-efficient design principles in 

5G.Understanding the challenges and considerations in optimizing
 energy consumption in a 5G network. 

2. Practical Session (90 minutes each): 

 
· Scenario Setup: 

 
● Students will be provided with a simulated 5G network environment that 

includes base stations, user equipment, and network infrastructure. 
● The environment will have monitoring tools to measure energy consumption. 



 
Tasks: 

 
1. Energy Consumption Analysis: 

 

● Use monitoring tools to analyze the current energy consumption patterns in 
the 5G network. 

● Identify areas or components contributing to high energy usage. 

 
2. Base Station Optimization: 

 
● Implement strategies to optimize energy consumption in base stations. 

● Explore techniques such as sleep modes, adaptive transmission power, and 

load balancing. 

3. User Equipment Efficiency: 

 
● Evaluate the energy efficiency of user equipment in the network. 

● Implement methods to optimize energy consumption in user devices while maintaining 

quality of service. 

4. Network Infrastructure Efficiency: 

 
● Examine the efficiency of the overall network infrastructure. 

● Implement measures to reduce energy consumption in network elements such as 

routers and switches. 

5. Dynamic Energy Management: 

 
● Implement dynamic energy management policies that adjust energy 

consumption based on network traffic and demand. 

● Simulate scenarios with varying levels of network activity to test the 

effectiveness of dynamic energy management. 

Assessment: 

 
● Each student will be assessed based on their ability to: 
● Analyze energy consumption patterns in the 5G network. 

● Implement strategies to optimize energy consumption in base stations. 
● Evaluate and optimize the energy efficiency of user equipment. 

● Implement measures to reduce energy consumption in network infrastructure. 
● Design and implement dynamic energy management policies for varying 

network conditions. 

Conclusion: 

 
● The challenge will conclude with a discussion where students share their experiences, 

present their optimized solutions, and discuss the challenges encountered. 



● Emphasis will be placed on understanding the practical aspects of optimizing 

energy consumption in a 5G network and the role of efficient design principles in 

achieving sustainability and cost-effectiveness. 

19. Title: 5G-Enabled Supply Chain Optimization Challenge 

 
Objective: The objective of this challenge is to assess students' proficiency in 

applying 5G to enhance efficiency in supply chain processes. 

Duration: 

 
1. Theoretical Session (30 minutes): 

 
● Introduction to the integration of 5G in supply chain management and logistics. 

● Overview of key concepts such as real-time tracking, IoT in logistics, and low- latency 

communication in 5G. 

● Understanding the challenges and considerations in applying 5G to improve supply 

chain efficiency. 

2. Practical Session (90 minutes each): 

 

· Scenario Setup: 

 
● Students will be provided with a simulated supply chain environment that includes 

warehouses, transportation vehicles, and various IoT devices. 

● The environment is equipped with a 5G network infrastructure. 

 

 

Tasks: 

 
1. Real-Time Asset Tracking: 

 
● Implement real-time tracking using 5G for assets in the supply chain, such as products 

and transportation vehicles. 

● Ensure accurate and continuous tracking through the entire supply chain. 

 

2. Inventory Management: 

 
● Utilize 5G to enhance inventory management by connecting RFID or IoT sensors to 

monitor stock levels in real-time. 

● Implement alerts for low stock, overstock, or product expiration. 

 

3. Predictive Maintenance: 

 



● Implement predictive maintenance for transportation vehicles and machinery using 

5G connectivity. 

● Analyze data from sensors to predict and prevent equipment failures. 

 

4. Dynamic Route Optimization: 

 
● Implement dynamic route optimization for transportation vehicles based on real-time 

traffic and weather conditions. 

● Optimize routes to minimize delivery times and fuel consumption. 

5. Communication in the Supply Chain: 

 
● Enhance communication between different entities in the supply chain (warehouses, 

manufacturers, distributors) using 5G. 
● Implement secure and efficient communication channels. 

 

Assessment: 

 
● Each student will be assessed based on their ability to: 

● Implement real-time tracking for assets using 5G. 

● Enhance inventory management through the integration of 5G and IoT. 

● Implement predictive maintenance for supply chain equipment. 

● Optimize transportation routes dynamically using 5G. 

● Improve communication channels within the supply chain using 5G. 

 

Conclusion: 

 
● The challenge will conclude with a discussion where students share their 

experiences, present their implemented solutions, and discuss the challenges 

encountered. 

● Emphasis will be placed on understanding the practical aspects of applying 5G 

in supply chain management, and the impact on real-time visibility, efficiency, 

and collaboration within the supply chain ecosystem. 

 

 
20. Title: 5G Network Performance Monitoring and Optimization Challenge 

 

Objective: The objective of this challenge is to assess students' skills in 

implementing tools for real- time monitoring and troubleshooting to optimize 

5G network performance. 

Duration: 

 



1. Theoretical Session (30 minutes): 

 
● Introduction to the importance of network performance monitoring in 5G. 

● Overview of key performance indicators (KPIs) in a 5G network. 

● Understanding the challenges and considerations in optimizing 5G network 

performance. 

2. Practical Session (90 minutes each): 
Scenario Setup: 

● Students will be provided with a simulated 5G network environment that includes 

base stations, user equipment, and network infrastructure. 

● The environment will have tools for monitoring network performance. 

 

Tasks: 

 
1. Performance Metrics Identification: 

 
● Identify key performance metrics relevant to 5G networks, such as latency, 

throughput, and packet loss. 

2. Understand the significance of each metric in assessing network 

performance. 

 

3. Implementation of Monitoring Tools: 

● Implement monitoring tools to capture and analyze real-time performance 
data from the 5G network. 

● Ensure the tools provide insights into both radio access network (RAN) and 
core network performance. 

4. Threshold Setting and Alerts: 
● Set performance thresholds for critical metrics. 

● Implement alerting mechanisms to notify administrators when performance metrics 

deviate from acceptable levels. 

5. Troubleshooting Scenarios: 
● Simulate network issues (e.g., congestion, interference) and use monitoring tools to 

troubleshoot and identify the root cause. 

● Implement corrective measures to optimize network performance. 

 

6. Optimization Strategy: 
● Develop an optimization strategy based on insights gathered from monitoring tools. 

● Implement adjustments to improve network performance, such as load balancing or 

adjusting transmission power. 

Assessment: 

 



● Each student will be assessed based on their ability to: 

● Identify key performance metrics in 5G networks. 

● Implement monitoring tools for real-time performance data capture. 

● Set performance thresholds and implement alerting mechanisms. 

● Successfully troubleshoot network issues using monitoring tools.Develop and 

implement an optimization strategy for 5G network performance. 

 
Conclusion: 

 
● The challenge will conclude with a discussion where students share their experiences, 

present their implemented solutions, and discuss the challenges encountered. 

● Emphasis will be placed on understanding the practical aspects of 5G network 

performance monitoring and troubleshooting, and the role of real-time insights in 

maintaining a high- performing 5G network. 

 


